BBRHIO ORGANIZATION REGISTRATION AGREEMENT

This ORGANIZATION REGISTRATION AGREEMENT (“the Agreement”), is entered into by and between the Big Bend Regional Health Information Organization, Inc., (“BBRHIO”), a Florida not for profit corporation and _______________________________________________________________, (“Participant”), (“collectively the “Parties”).

RECITALS
Participant is a health care provider, either individually or as an entity or organization, that uses and discloses Protected Health Information (PHI) for treatment purposes; and

Participant may possess or maintain PHI that could be lawfully disclosed to other health care providers for patient treatment; and

BBRHIO has expertise in facilitating the lawful use and disclosure of PHI via a Regional Health Information Network (“RHIN”); and

In order to promote efficiency and convenience for the Participant and its patients and the patients of other health care providers, Participant wishes to participate in the electronic exchange of PHI via the RHIN operated and managed by BBRHIO; 


NOW, THEREFORE, in consideration of the mutual promises, covenants, and other good and valuable considerations, the receipt and adequacy of which are hereby acknowledged, the Parties, intending to be legally bound, agree as follows:

1.
Effect of Registration Agreement
The Participant acknowledges and agrees that the Agreement incorporates by reference the terms and conditions of the BBRHIO Master Participation Agreement and the applicable BBRHIO Polices and Procedures, which are currently in effect.  PLEASE NOTE: A complete copy of the BBRHIO Master Participation Agreement and Polices and Procedures are available on-line at http://www.bigbendhealth.com/setup.aspx.  Participant’s execution and submission of this Agreement expressly acknowledges Participant’s review and agreement to be bound by the Master Participation Agreement.

2.
Participant Information

Organization Name (Participant):
______________________________________________

Fictitious Name (d.b.a.):

______________________________________________
Organization Name On Tax ID:
______________________________________________
Organization Tax ID Number:

______________________________________________

Physical Address:


______________________________________________






______________________________________________

Mailing Address ( __same as above):
______________________________________________






______________________________________________
Billing Address ( __same as above):
______________________________________________






______________________________________________

Billing e-mail (if applicable):

______________________________________________

Telephone Number:


______________________________________________

Fax Number:



______________________________________________

Administrator’s Name:

______________________________________________

Lead Medical Director Name:

______________________________________________

Number of Licensed Providers:
______________________________________________

Number of Patient Encounters/Year:
______________________________________________
3.
Participant’s Account Designee
Designee will be responsible for the implementation plan for the participating organization as well as coordination of the credentialing of employee user accounts for the Participant.

Designee Name:
_________________________________________________________

Title:


_________________________________________________________
Telephone Number:
_________________________________________________________
E-mail:


_________________________________________________________
4.
Type of Participant (please check most appropriate box)
	Hospital
	 FORMCHECKBOX 


	Physician Practice
	 FORMCHECKBOX 


	Imaging Facility 
	 FORMCHECKBOX 


	Laboratory 
	 FORMCHECKBOX 


	Pharmacy 
	 FORMCHECKBOX 


	Home Health Agency 
	 FORMCHECKBOX 


	Nursing Home/Extended Care Facility 
	 FORMCHECKBOX 


	HMO
	 FORMCHECKBOX 


	Payor
	 FORMCHECKBOX 


	Hospice 
	 FORMCHECKBOX 


	Behavioral Health Counselors 
	 FORMCHECKBOX 


	Durable Medical Equipment Company 
	 FORMCHECKBOX 


	Physical Therapy/Rehab Provider 
	 FORMCHECKBOX 


	EMS/Fire/Disaster Responder
	 FORMCHECKBOX 


	FQHC
	 FORMCHECKBOX 



Other (identify and describe) ___________________________________________________
___________________________________________________________________________
5.
Participant License Information
If the Participant has been issued a license by a state agency or department, provide the following information. 


Issuing Agency:
_________________________________________________________
License Number:
_________________________________________________________
Medicaid Provider Number(if applicable):
_______________________________________
6.
Participants as Data Providers
Participants may be Data Providers, Data Recipients and have a Data Feed and Interface Connection to the RHIN pursuant to the requirements of the Master Participation Agreement.  Participants intending to have a Data Feed and Interface Connection will work with BBRHIO’s Technology Provider to determine a data interfacing, validation, storage, and implementation process for their Electronic Health Record (EHR) system(s).

7.
BBRHIO Level of Service and Usage Fees  

Participants are charged a fee for using the RHIN.  This fee will be calculated based on the level of service selected by the Participant and the number of physicians, if a practice, or the number of licensed beds, if a hospital. Special pricing terms apply to other types of entities.
	Participant Cost Worksheet

	One-time Costs

	One-time Setup Fee (Covers initial training, user credentialing, organization entry into system, etc)
	$      

	Not-to-exceed Estimate for One-time Interfacing Fee (Covers bi-directional interface between the RHIN and the Participant PM, EMR, RIS, LIS and other EHR systems)
	$      

	Recurring Costs
	$/Unit
	#/Units
	Monthly Total
	Annual Total

	Monthly Membership Fee
	$      
	     
	$      
	$      

	Discount for Annual Invoicing _____%
	
	
	
	$      


	Additional Notes
	     


Other optional services may be provided to the Participant on an as-needed basis, at the Participant’s sole discretion, at the following per-hour rates:

	Other Services

	Clinical Workflow Expert
	call for pricing

	Health IT Consulting Services
	call for pricing

	Interface & Software Developer
	call for pricing

	Advertising
	call for pricing


8.
Remittance
The total membership fee of $____________ shall be invoiced by the BBRHIO on a(n) _____________ basis and shall remit payment to the BBRHIO within thirty (30) days of receipt of the invoice.  The First Invoice Date is _________________________.   The one-time setup fee of $____________ shall be included in the first invoice.  Unless arranged electronically, payment shall be made to: BBRHIO Services, 3411 Capital Medical Blvd., Tallahassee, FL 32308. 
The One-time Interfacing Fee of $____________ shall be invoiced in two segments; $____________ upon authorization to start interface work and $____________ upon completion of the interface connection.
9.
Term
Unless sooner terminated for failure by a Party to fulfill the requirements of the Agreement, the term of the Agreement shall be for a period of _____________ months commencing on the date of first invoice.  At the conclusion of the initial term, the Agreement shall be automatically renewed for another twelve (12) months unless either Party provides written notice of intent not to renew the Agreement, not less than thirty (30) days prior to the end of the term.

10.
Participant Agreements and Representations
Participant acknowledges and agrees that it has the burden of producing adequate documentation for proper evaluation of its qualifications for access to the RHIN.  The Participant fully understands that any significant misstatements in or omissions from this Agreement constitute cause for denial of access to the RHIN or immediate revocation of access to the RHIN in the event access has been granted.   Participant agrees to immediately notify the BBRHIO in writing of any substantial changes to information provided in this Agreement regarding its status, or the status of its employees that would affect the Participant’s right or its employees’ rights to access the RHIN.

The Participant acknowledges and agrees that if its application for access to the RHIN is accepted that it will abide by the BBRHIO Master Participation Agreement and the BBRHIO Policies and Procedures currently in effect.

The Participant represents the following:

a. Participant is not currently excluded or debarred from participation in a federal, state or local government health care benefit program;

b. Participant, if required to be licensed by a federal or state agency or department, holds a valid and unrestricted license and is otherwise able to legally use and/or disclose PHI in the normal course of patient treatment activities;

c. Participant, if applicable, is an entity duly organized, validly existing, and in good standing under the laws of the State of Florida, has all necessary powers to own its property and to carry on its business or profession as now owned and operated by it, and its status is active. 
d. Participant maintains an active practice in the State of Florida and is actively providing patient care services deemed appropriate for participation in the RHIN.
e. Participant is making application to the RHIN for lawful purposes. 

f. Participant agrees to comply with all applicable laws and regulations relating to the use and disclosure of PHI and other confidential information.

g. Participant agrees to obtain proper HIPAA consent from its patients prior to disclosing data to other providers via the RHIN.
11.
Requested Exceptions
Participants that are Data Providers may request in writing for their data to be managed in compliance with a business or technical rule that is not currently covered by this Agreement.  All exceptions to the terms of the Agreement, the BBRHIO Master Participation Agreement and/or the BBRHIO Policies and Procedures must be approved by the BBRHIO prior to acceptance of the Participant as a Data Provider to the RHIN.
12.
Corporate Authorization
This Agreement, the consummation of the transactions contemplated by this Agreement, and the performance, observance, and fulfillment by Participant of all the terms, conditions, and provisions of this Agreement on Participant’s part to be performed, observed, and fulfilled, have been approved and authorized by Participant, if an individual, or Participant’s management, and if necessary, by Participant’s Board of Directors.

PARTICIPANT




BBRHIO
Signature: _________________________
Signature: _________________________

Printed Name: _____________________

Printed Name: _____________________
Title: _____________________________ 

Title: _____________________________  

Date:_____________________________

Date: _____________________________
BBRHIO BUSINESS ASSOCIATE AGREEMENT

THIS BUSINESS ASSOCIATE AGREEMENT (“Agreement”) is entered into on this ______ day of __________, 2010, between the Big Bend Regional Health Information Organization, Inc., (“BBRHIO”), and ________________________________________________________., together with all of its divisions and subsidiaries (“COVERED ENTITY”),. 

RECITALS

Pursuant to the Administrative Simplification provisions of the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”), and Standards for the Privacy and Security of Individually Identifiable Health Information, found at 45 C.F.R. Parts 160, 162 and 164, COVERED ENTITY is required to protect certain individually identifiable health information (“Protected Health Information”, or “PHI”) that it uses and/or discloses in the performance of services to entities covered by the requirements of HIPAA;

COVERED ENTITY is also required to protect PHI that is in electronic format (“Electronic Protected Health Information” or “EPHI”);

Pursuant to the provisions of the Health Information Technology for Economic and Clinical Health Act (the “HITECH Act”), COVERED ENTITY is required to comply with additional privacy and security obligations, as well as obligations related to the breach of unsecured PHI or EPHI; 

In order to protect the privacy and security of PHI, including EPHI, created or maintained by or on behalf of its covered entity clients, HIPAA requires COVERED ENTITY to enter into “business associate agreements” with certain individuals and entities (“Business Associates”) providing services for or on behalf of COVERED ENTITY if such services require the use or disclosure of PHI or EPHI;

COVERED ENTITY and BBRHIO have entered into, or are entering into, or may subsequently enter into, agreements or other documented arrangements (collectively, the “Business Arrangements”) which require or may require BBRHIO to access, create, receive, use, disclose, or maintain  PHI and/or EPHI on behalf of COVERED ENTITY; 

COVERED ENTITY and BBRHIO desire to enter into this Business Associate Agreement to enable both parties to comply with HIPAA, the HITECH Act and other applicable law.

The Parties for good and valuable consideration agree as follows:

1. Definitions.

a. Business Associate – Shall mean BBRHIO.

b. Business Arrangements – Shall mean documented arrangements by and between COVERED ENTITY and BBRHIO whereby BBRHIO will access, create, receive, use, disclose, or maintain PHI and/or EPHI on behalf of COVERED ENTITY.
c. HIPAA – Shall mean the Health Insurance Portability and Accountability Act of 1996 and those regulations found at 45 C.F.R. Parts 160, 162, and 164.

d. HITECH Act – Shall mean the Health Information Technology for Economic and Clinical Health Act.

e. HHS – Shall mean the United States Department of Health and Human Services.

f. PHI – Shall mean “protected health information” as defined in 45 C.F.R. § 160.103   including but not limited to EPHI.

g. EPHI – Shall mean “electronic protected health information” as defined in 45 C.F.R.  § 160.103. 

h. Any terms used, but not otherwise defined, in this Agreement shall have the same meaning as those terms have under HIPAA and the HITECH Act.

2. Purpose.  COVERED ENTITY and BBRHIO have entered into certain Business Arrangements whereby BBRHIO may access, create, receive, use, disclose, or maintain PHI and/or EPHI on behalf of COVERED ENTITY.  Such Business Arrangements shall be conducted in a manner that ensures the privacy and security of PHI and EPHI in accordance with HIPAA, the HITECH Act and with all applicable federal and state laws and regulations.  

3. Term and Termination.
3.1
The term of this Agreement shall commence the earlier of ____________________ or the date upon which BBRHIO first accessed, created, received, used, disclosed, or maintained PHI on behalf of COVERED ENTITY. 

3.2
COVERED ENTITY, at its sole discretion, may immediately terminate this Agreement upon the occurrence of the any of the following:

a. BBRHIO’s breach of any material obligation under this Agreement for fifteen (15) days after written notice of such breach; or

b. A violation of any provision of HIPAA, the HITECH Act, or applicable federal and/or state law or regulation relating to the privacy and security of PHI.

3.3.
Upon the termination of all Business Arrangements, either party may terminate this Agreement by providing written notice to the other party.

3.4
Upon termination of this Agreement for any reason, BBRHIO agrees either to return to COVERED ENTITY or to destroy all PHI received from COVERED ENTITY or otherwise through the performance of services for COVERED ENTITY, that is in the possession or control of BBRHIO or its agents. In the case of PHI which is not feasible to “return or destroy,” BBRHIO shall extend the protections of this Agreement to such PHI and limit further uses and disclosures of such PHI to those purposes that make the return or destruction infeasible, for so long as BBRHIO maintains such PHI. BBRHIO further agrees to comply with HIPAA, the HITECH Act and other applicable state or federal law, which may require a specific period of retention, redaction, or other treatment of such PHI. 

4. Use or Disclosure of Protected Health Information.  Except as otherwise required by law, BBRHIO shall use or disclose PHI in compliance with 45 C.F.R. § 164.504(e). Furthermore, BBRHIO shall use or disclose PHI (i) solely for the benefit of COVERED ENTITY and only for the purpose of performing services, including data aggregation services, for COVERED ENTITY as such services are defined in the Business Arrangements between COVERED ENTITY and BBRHIO, (ii) as necessary for the proper management and administration of BBRHIO to carry out its legal responsibilities, provided that such uses are permitted under federal and state law.  BBRHIO agrees that all disclosures of PHI shall be the minimum necessary to accomplish the intended purpose of the disclosure.  Except to the extent necessary to perform its obligations under the Business Arrangements, BBRHIO may not de-identify PHI received from, or created on behalf of, COVERED ENTITY without the express written authorization of COVERED ENTITY.

5. Appropriate Safeguards.  BBRHIO will use appropriate safeguards to prevent use or disclosure of PHI other than as expressly provided by this Agreement.  BBRHIO will implement administrative, physical and technical safeguards that reasonably protect the confidentiality, integrity and availability of the PHI that it creates, receives, maintains or transmits on behalf COVERED ENTITY.  BBRHIO acknowledges and agrees that the HITECH Act requires BBRHIO to comply with 45 C.F.R. §§ 164.308, 164.310, 164.312 and 164.316 to the same extent as if it were a HIPAA covered entity.  To the extent feasible, BBRHIO will use commercially reasonable efforts to ensure that the technology safeguards used by BBRHIO to secure PHI will render such PHI unusable, unreadable and indecipherable to individuals that are not authorized to acquire or have access to such PHI.  Such technology safeguards should meet or exceed security guidance issued by HHS.

6. Reporting of Improper Use or Disclosure.  BBRHIO agrees that it shall report to the COVERED ENTITY any use or disclosure of protected health information not provided for by this Agreement.  Such report shall be made within fifteen (15) days of discovery.  Further, BBRHIO shall report any successful “security incident” of which it becomes aware within fifteen (15) days of discovery.  In addition to BBRHIO’s obligations under Section 7, BBRHIO agrees to mitigate to the extent practical any harmful effect that is known to BBRHIO and is a result of a use or disclosure of PHI by BBRHIO in violation of this Agreement.

7. Data Breach Notification and Mitigation.

7.1
BBRHIO agrees to implement reasonable systems for the discovery and prompt reporting of any “breach” of “unsecured PHI” as those terms are defined by 45 C.F.R. § 164.402 F.S., (collectively referred to as a “HIPAA Breach”).  BBRHIO will, following the discovery of a HIPAA Breach, notify COVERED ENTITY immediately and in no event later than fifteen (15) days after BBRHIO discovers such HIPAA Breach, unless BBRHIO is prevented from doing so by 45 C.F.R. § 164.412 concerning law enforcement investigations.  For purposes of reporting a HIPAA Breach to COVERED ENTITY, the discovery of a HIPAA Breach shall occur as of the first day on which such HIPAA Breach is known to BBRHIO or, by exercising reasonable diligence, would have been known to BBRHIO.  No later than fifteen (15) days following a HIPAA Breach, BBRHIO shall provide COVERED ENTITY with sufficient information to permit COVERED ENTITY to comply with the HIPAA Breach notification requirements set forth at 45 C.F.R. § 164.400 et seq.    Following a HIPAA Breach, BBRHIO will have a continuing duty to inform COVERED ENTITY of new information learned by BBRHIO regarding the HIPAA Breach.

7.2.
BBRHIO shall indemnify, defend and hold COVERED ENTITY, and their officers, directors, employees, agents, successors and assigns harmless, from and against any and all losses, claims, actions, demands, liabilities, damages, costs and expenses (including costs of complying with applicable breach notification requirements, judgments, settlements, court costs and reasonable attorneys’ fees actually incurred) arising from or related to: (i) the use or disclosure of Individually Identifiable Information (including PHI) in violation of the terms of this Agreement or applicable law, and (ii) whether in oral, paper or electronic media, any HIPAA Breach of unsecured PHI.
8. Sub-Contractors and Agents.  BBRHIO may disclose PHI to its sub-contractors and agents only as necessary for BBRHIO to perform its obligations under the Business Arrangements with COVERED ENTITY.  BBRHIO agrees that anytime PHI is provided or made available to any sub-contractors or agents, BBRHIO must obtain satisfactory written assurances from the sub-contractor or agent that contains the same terms, conditions and restrictions on the use and disclosure of Protected Health Information as contained in this Agreement. BBRHIO, upon request by COVERED ENTITY, agrees to provide COVERED ENTITY with a listing of sub-contractors and agents that may use or disclose PHI obtain, directly or indirectly, from COVERED ENTITY.   

9. Right of Access to Designated Record Sets.  If BBRHIO maintains any PHI that is part of the “Designated Record Set” as that term is defined under HIPAA, BBRHIO shall make such PHI available, for inspection and copying, to an individual as required under 45 C.F.R. 164.524.  Prior to providing access, but within the time frame specified in 45 C.F.R. 164.524, BBRHIO shall notify the COVERED ENTITY of the request for access and ascertain if there are any legitimate reasons that access should not be granted.

10. Amendment and Incorporation of Amendments.  If BBRHIO maintains any PHI that is part of the “Designated Record Set” as that term is defined under HIPAA, BBRHIO shall make such PHI available for amendment as required under 45 C.F.R. 164.526 and shall, within fifteen (15) days, provide COVERED ENTITY with a copy of the Amendment.  Prior to allowing the amendment, BBRHIO shall notify COVERED ENTITY of the request to amend and ascertain if there are any legitimate objections to the amendment.   In the event that COVERED ENTITY accepts an amendment to the Designated Record Set, BBRHIO agrees to incorporate any amendments to PHI in accordance with 45. C.F.R. 164.526.

11. Accounting of Disclosures.  At the request of COVERED ENTITY, BBRHIO shall make available all information required for COVERED ENTITY to provide an accounting of disclosures of PHI with respect to an individual requesting such accounting in accordance with 45 C.F.R. §164.528, as amended by Section 13405(c) of the HITECH Act and any related regulations or guidance in accordance with such provision. BBRHIO shall provide COVERED ENTITY such information necessary to provide an accounting within thirty (30) days of COVERED ENTITY’s request or such shorter time as may be required by state or federal law.  Such accounting obligations shall survive termination of this Agreement and shall continue as long as BBRHIO maintains PHI.  In the event that BBRHIO receives a request for an accounting it shall notify COVERED ENTITY within fifteen (15) days of receipt of such request.

12. Records and Audit.  If BBRHIO receives a request, made by or on behalf of HHS, requiring BBRHIO to make available its internal practices, books, and records relating to the use and disclosure of the PHI to HHS for the purpose of determining the compliance of COVERED ENTITY with HIPAA, then BBRHIO shall promptly notify COVERED ENTITY that BBRHIO has received such a request.  BBRHIO shall make its books and records relating to the use and disclosure of PHI by COVERED ENTITY available to HHS and its authorized representatives for purposes of determining the compliance of COVERED ENTITY with HIPAA.  

13. Interpretation.  Any ambiguity in this Agreement shall be resolved in favor of a meaning that permits COVERED ENTITY and BBRHIO to comply with HIPAA, the HITECH Act and other applicable law.

14. Regulatory References.  A reference in this Agreement to a section of HIPAA or the HITECH Act shall mean the section as currently in effect or as amended.

15. Amendment.  COVERED ENTITY and BBRHIO agree that amendment of this Agreement may be required to ensure that both parties are in compliance with HIPAA, the HITECH and/or other applicable federal or state law.
16. Governing Law.  This Agreement shall be governed by the laws of Florida.

17. Binding Nature and Assignment.  This Agreement shall be binding on the Parties hereto and their successors and assigns, but neither Party may assign this Agreement without the prior written consent of the other, which consent shall not be unreasonably withheld.

18. Notices.  Whenever under this Agreement one party is required to give notice to the other, such notice shall be deemed to have been given if in writing and sent by (i) personal delivery; (ii) certified or registered mail, return receipt requested; (iii) overnight delivery service with proof of delivery or facsimile with return facsimile acknowledging receipt to the address listed below:

COVERED ENTITY


BBRHIO
___________________

___________________
___________________

___________________
___________________

___________________
Either Party may at any time change its address for notification purposes by providing the other party written notice stating the change and setting forth the new address.

19. Entire Agreement.  This Agreement consists of this document, and constitutes the entire agreement between the Parties.  There are no understandings or agreements relating to this Agreement which are not fully expressed in this Agreement and no change, waiver or discharge of obligations arising under this Agreement shall be valid unless in writing and executed by the Party against whom such change, waiver or discharge is sought to be enforced.

20. Third Party Beneficiaries.  Nothing in this Agreement shall be considered or construed as conferring any right or benefit on a person not a party to this Agreement nor imposing any obligations on either Party hereto to persons not a party to this Agreement.

21. Attorney’s Fees.  In the event an arbitration, suit or action is brought by any party under this Agreement to enforce any of its terms, or in any appeal therefrom, it is agreed that the prevailing party shall be entitled to reasonable attorneys fees to be fixed by the arbitrator, trial court, and/or appellate court.  
IN WITNESS WHEREOF, BBRHIO and COVERED ENTITY have executed this Business Associate Agreement on the date set forth below.

COVERED ENTITY




BBRHIO
Signature: _________________________

Signature: _________________________

Printed Name: _____________________

Printed Name: _____________________
Title: _____________________________ 

Title: _____________________________  

Date:_____________________________

Date: _____________________________
Participant’s Initials: _____





Participant’s Initials: _____
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